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be of assistance to those who lack such expertise.
Staff from the Centers for Disease Control and
Prevention (CDC), in the Bacterial and Mycotic
Diseases Branch of the Center for Infectious
Diseases (CID), are also willing to provide informa-
tion on human pathogenicity of known strains of
microbial agents (personal communication, CDC,
CID). The risk associated with protocols, activities,
and equipment is best addressed by the workers
most familiar with the equipment and procedures
to be used (World Health Organization [WHO], 2004,
chapter 2). This is especially true as new technologies
generate unexpected problems which can lead to
unanticipated new risks. The control of biohazardous
agents based upon risk should be made flexible by
giving permission to the knowledgeable user to vary
the containment according to the specific virulence
factors of the organism being used, and the assess-
ment of the hazards associated with the tasks.

RISK ASSESSMENT: THE BIOHAZARDOUS
AGENT

Assessing the risk of work with biohazardous
agents is not as straightforward as that for inani-
mate chemical and physical hazards. Biohazardous
microbial agents exist in a variety of environmental
niches and can express different virulence factors in
dynamic host-parasite interactions. For some agents
of human disease, such as hepatitis B virus (HBV),
we do not even know the nutritional or host cell
requirements that would allow their propagation.
Although bichazardous agents do not fit into rigid
categories, it is possible to assess the relative risk of
an infectious microorganism and to place the wild
type of that genus or species into one of four risk
groups (RGs). Variants, types, or strains of that
species need to be assessed for the risk associated
with the variation from the wild type. The RG is the
classification of an organism based on known fac-
tors. It can be used to begin a risk assessment based
on what is known about the agent.

RGs

The WHO provided the basic definitions for the
classification of infective microorganisms by RG in
their Laboratory Biosafety Manual, first published in
1983. The second and third editions of the manual
continue to encourage countries or regions to classify
agents which could be encountered there (WHO,
2004), taking into account factors such as patho-
genicity, modes of transmission, and host range of
the organism, as influenced by existing levels of
immunity in the local population and the density

T

and movement of the host population; the presence
of appropriate vectors; standards of environmental
hygiene; and the local availability of effective pre-
ventive measures. According to the WHO, these pre-
ventive measures could include sanitary precautions,
e.g., food and water hygiene; the control of animal
reservoirs or arthropod vectors; the movement of
people or animals; the importation of potentially
infected animals or animal products; and prophy-
laxis by vaccination or antiserum. This could include
passive immunization and postexposure vaccina-
tion, as well as the use of antibiotics, antivirals, and
chemotherapeutic agents, taking into consideration
the possible emergence of resistant strains (WHO,
2004). The many factors to be considered in compil-
ing a list of agents mean that the lists will vary from
country to country and should only be applied in
the country of origin.

In the 2004 revision of the manual the WHO,
aware of the tendency to misuse these lists, cau-
tioned that simple reference to the risk grouping is
not sufficient for a risk assessment; other factors that
need to be considered include not only the patho-
genicity of the specific strain of the agent and the
infectious dose but also the potential outcome from
an exposure; the natural route of infection and other
routes which could result from laboratory manipu-
lations; the stability of the agent in the environment
(inherent biological decay rate) (WHO, 2004); the
concentration of the agent and the volume to be
manipulated; the presence of a suitable host
(human or animal); information from animal stud-
ies or reports of laboratory-acquired infections, as
described in chapter 4 of this book; laboratory activ-
ity planned (homogenization, sonication, centrifuga-
tion, aerosolization, etc.); any genetic manipulation
which could extend the host range or alter sensitiv-
ity to known effective treatment; and local availabil-
ity of appropriate treatment or prophylaxis.

The prevailing conditions in the geographical
area in which the microorganisms are handled must
also be taken into account. Individual governments
may decide to prohibit the handling or importation
of certain pathogens except for diagnostic purposes.
Competent authorities in Australia, Canada, and
the European Union (EU) and the National Institutes
of Health (NIH) guidelines in the United States have
placed biohazardous agents into four defined groups
reflecting an increasing risk to the user and the envi-
ronment. The WHO manual provides general guid-
ance on biosafety, taking into account factors that
affect its international application, specifically, the
difference in the risks attributed to certain biological
agents and the availability of appropriate laboratory
facilities and trained staff (WHO, 2004).
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In assigning an agent to an RG, one must also take
into account that “there are in all groups of micro-
organisms naturally occurring strains which vary in
virulence, and may thus need to be handled at a
higher or lower level of containment” (Commission
of the European Communities, 2000). Exotic, res-
tricted agents differ from one country to another;
thus, the lists of those agents placed in the four RGs
differ among countries. Agents which have not been
assessed for risk or which have not been listed by the
competent authority of a participating country
should not automatically be considered nonhaz-
ardous. A default risk assessment of a minimum of
RG 2 and the use of standard microbiological precau-
tions can be found in the Australian, Canadian, and
EU guidelines mentioned above. In the United
States, this would be the use of “universal/standard
precautions” for all human secretions and excretions,
which translates as BSL-2 in the laboratory (OSHA,
1991; CDC/NIH, 1999, p. 157-158).

Many of the agent factors to be considered in a
risk assessment were mentioned above, some of
which formed the basis of the definitions for RGs
(see the Appendix), while others are to be consid-
ered in the overall risk assessment. An initial agent-
based risk estimate for work with a microorganism
can be predicated upon information provided in
guidelines available from government agencies,
professional associations, academic institutions, or
designated competent authorities (Brooks et al.,
2004; CDC/NIH, 1999; Commission of the
European Communities, 2000; Fleming and Hunt,
2000; Heymann, 2004; Kuenzi et al., 1985; NIH,
2002; OLS, 2004; Standards Australia/Standards
New Zealand, 2002; WHO, 2004). Those countries
providing a WHO RG classification have published
their lists of pathogens, or will make them available
on the Internet, ranked according to their definition
of RGs 1 to 4 (see the appendix). The list for the EU
is included in a directive issued for the protection of
workers from exposure to biohazardous agents
(Commission of European Communities, 2000).

The agent summary statements in BMBL provide
the risk assessment and containment recommenda-
tions for the use of agents which have been reported
to cause laboratory-acquired infections or could be
expected to have a serious outcome (CDC/NIH,
1999). Many potentially biohazardous agents are
not included. For example, Bacteroides fragilis,
Enterobacter aerogenes, Haemophilus influenzae type b,
and Staphylococcus aureus are not covered by agent
summary statements because they have not been
shown to pose a serious hazard to a healthy adult as
a laboratory-acquired infection. However, in doing
any risk assessment, care must be taken to determine

the true disease potential of an agent in the activity
proposed. Information on human communicable dis-
eases is provided in the Control of Communicable
Diseases Manual from the American Public Health
Assocation (Heymann, 2004), and the relative risk of
isolates from human clinical samples is also available
in the literature (Isenberg and D’ Amato, 1995; Brooks
et al.,, 2004). Lists of biohazardous agents which
require special practices in handling, packaging, and
transporting are provided by the CDC (42CFR
Section 72), as the government agency responsible
for identifying biohazardous agents which are to
be regulated in transport as well as the packaging
needed for the import and transport of such agents
(see chapter 21, on shipping). The DHHS and the
USDA have provided lists of agents and toxins
which are restricted under new regulations to pre-
vent their use in bioterrorist activities (DHHS, 2005;
USDA, 2005). See chapter 33.

Information collected in the risk assessment may
confirm an increased virulence of the specific strain
or serotype in use, in which case the risk assessment
may be altered enough to require an increase in the
level of containment. For example, organisms which
have developed resistance to multiple therapeutic
drugs, such as Mycobacterium tuberculosis (MDRTB),
are considered to be of a higher risk due to the lack
of treatment alternatives and are to be handled with
more stringent precautions. This organism is in RG
3, but the extra precautions required for safe work
with MDRTB would not be expected to take it to a
higher containment level than BSL-3. Conversely, if
the assessment indicates a lower level of virulence, a
relaxation of some of the protective measures may
be in order. For example, an avirulent strain of the
same microbe, M. tuberculosis H37Ra, has been han-
dled safely under BSL-2 containment, even though
the virulent strain H37Rv is to be handled at BSL-3.
Streptococcus pneumonige is in RG 2. Strains exist
which no longer possess the capsule, a virulence fac-
tor which allows this pathogen to evade the phago-
cytic arm of the host immune system. These strains,
which are nonpathogenic because they are readily
cleared by host defenses, can be handled safely at
BSL-1. The need for a knowledgeable assessor can-
not be overemphasized.

Yersinia enterocolitica, a bacterial agent of enteric
disease, is known to have specific invasion genes as
virulence factors, but it is also known to have
strains which are nonpathogenic (Miller and
Falkow, 1988; Miller, 1992; Finlay and Falkow, 1997).
A rigid agent classification system would impose a
higher level of containment than is necessary for
work with the nonpathogenic strains of pathogenic
organisms. There should be enough flexibility in the
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unknown agents. HPAI is highly infectious and is
known from the 1918 pandemic to extend its host
range from avian to human. There is no proven
treatment except perhaps Tamiflu; thus, release
would have very serious consequences for the
worker and the community. The minimum default
risk assessment would require BSL-3 containment
for diagnostic work, with enhanced precautions for
cultures of such HPAI strains as H5N1.

In another situation, soil samples are sent to a
drug discovery facility from sites around the world,
which may vary from a tropical rain forest to a
pigeon-infested city park. All such samples are sub-
ject to a risk assessment because pathogenic agents
ranging from exotic viruses to the spores of patho-
genic fungi, such as Histoplasma capsulatum, may be
present. It is prudent to consider such soil samples
as potentially contaminated with organisms indige-
nous to the area, using BSL-2 at a minimum (WHO,
2004), and to process the sample so as not to expose
workers to such agents by minimizing the produc-
tion of and exposure to splash, spatter, and true
infectious aerosols (CDC/NIH, 1999, Section VII-B).

ACTIVITY-BASED RISK ASSESSMENT

Information on the exposure potential associated
with specific work practices and equipment helps
to identify situations which need to be controlled
before the work begins. Factors to be studied prior
to the proposed work include the following:
(i) potential for generation of aerosols, includ-
ing splash and splatter; (ii) quantity (volume,
concentration/titer, infectious dose, etc.); and
(iii) work proposed (in vitro, in vivo, aerosol chal-
lenge, or environmental release).

The protocols or standard operating procedures
being developed for the specific tasks and equip-
ment involving the etiologic agents of human dis-
ease can be assessed to identify the need for special
containment practices or protective equipment. We
are faced with the potential for exposures associated
with new equipment which can produce unex-
pected aerosols due to the lack of preuse sham
testing. We must assess work activities, such as cen-
trifugation, homogenization, sonication, etc. A risk
assessment is especially important for new proce-
dures accompanying technological advances in
related fields, such as the creation of infectious virus
from its genetic blueprint. Do chemists and molecu-
lar biologists assess and understand the risk? Are
such scientists aware of the outcome of exposure
(Cello et al., 2002)? We must take these concerns into
account in doing a risk assessment and identify the
potential for exposure to be encountered in various

work environments, from molecular biology to the
testing of potential new antibiotics against the latest
clinical isolates.

RISK ASSOCIATED WITH RECOMBINANT
ACTIVITIES

Factors involved with recombinants include proper-
ties of the genes, such as codes for virulence factors,
toxins, host range, integration, replication, reversion
to wild type, etc. (see WHO, 2004, chapter 18).The
actual process of producing a recombinant organism
is not one of the factors of concern since the National
Research Council (NRC, 1987) concluded that there
is no evidence of any unique hazard posed by
recombinant DNA techniques. They concluded that
the risks associated with recombinant DNA are the
same in kind as those associated with unmodified
organisms or organisms modified by other means.
The NRC recommended that risk assessment of
work involving environmental release of recombi-
nants be based on the nature of the organism and the
environment into which it is introduced, and not on
the method by which it is produced. This recom-
mendation for risk assessment of the product rather
than the process was also accepted by the Office of
Science and Technology Policy (1986) and the NRC
(1987). Guidelines for assessing the risk of recombi-
nant work have been provided by the NIH (2002),
Canada (OLS, 2004), and the WHO (2004). Although
all possible scenarios cannot be addressed, the
potential hazards may actually be novel and unchar-
acterized. The WHO (2004) lists the following fac-
tors to be considered in the risk assessment:
properties of the donor organism, nature of the
genetic sequences that will be transferred, properties
of the recipient organism, and properties of the envi-
ronment. There is always the risk that a more viru-
lent organism will evolve from the insertion of a
gene not normally found in that host. For example,
a more virulent mousepox virus resulted from the
insertion of the gene for interleukin 4 (Jackson et al.,
2001). Biosafety and recombinant viral vectors are
addressed in more detail in chapter 28 of this book.

SCALE-UP AND LARGE-SCALE ACTIVITIES

Work with biochazards can be divided into research,
diagnostic, or large scale, with the last usually refex-
ring to levels greater than 10 liters in the United
States and Canada. Volume, however, is not the sole
determinant, because the intent of the work can also
determine the scale in countries such as the United
Kingdom (Advisory Committee on Dangerous
Pathogens, 1998; Cipriano, 2002). The workplace can
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who cannot perform the medical evaluation of the
worker, the risk of work with biohazardous agents
is actually evaluated and managed on the basis of
an evaluation of the agent-work activity interaction.
See chapter 24 on occupational medicine and host
factors.

The guidelines in the United States (CDC/NIH,
1999) presume that the worker is an immunocompe-
tent adult. Declaration or identification of impaired
host defense factors, such as immune deficiencies
and extremes of age, are the responsibility of the
employee. An evaluation of fitness for duty may
need to be obtained from a physician, especially if
there is a change in health status which could place
that employee at increased risk of infection. The risk
assessment needs to be kept current and relevant to
the work in progress to control any potential
increase in risk. The importance of evaluating
the epidemiological triad (agent-host-activity) in
establishing the containment level has been empha-
sized by the Committee on Hazardous Biological
Substances in the Laboratory, NRC (1989).

Opportunistic pathogens and normal microbial
flora which are of no or low risk to healthy
adult coworkers can cause disease in immuno-
compromised or immunosuppressed adults. Frank
pathogens usually pose a greater risk of more seri-
ous disease in such individuals, and the additional
risk must be addressed. A similar approach is
required for pregnant females, due to risk to the
intrinsically immunocompromised fetus. BMBL
(CDC/NIH, 1999), based upon assessment of risk,
provides strong recommendations which preclude
working with certain agents; e.g., serologically neg-
ative women of childbearing age should not work
with Toxoplasma. Warnings of increased risk to the
immunocompromised are also found in some of
the agent summary statements (CDC/NIH, 1999).
The use of potentially harmful biological agents
needs to be evaluated on a case-by-case basis to pre-
vent discrimination under the Americans with
Disabilities Act (ADA, 1991). The worker must be
advised of the specific hazard and understand what
can be done to offer protection through a reasonable
accommodation, such as a special engineering design
or personal protective equipment. The worker may
even be asked to sign a document indicating that he
or she has been informed of the special personal
hazard.

It may be difficult for the biosafety professional
to understand how to comply effectively with the
seemingly mutually exclusive requirements of the
ADA and BMBL. Because of this, and for reasons of
confidentiality, these discussions and decisions are
usually handled by the worker in consultation with

the occupational health physician or personal
physician. When such host factors are evaluated
and a task-based risk analysis is completed, an
appropriately trained professional can provide
advice to reduce or prevent exposure to the biohaz-
ardous agent.

ACCEPTABILITY OF THE RISK OF WORK
WITH BIOLOGICAL HAZARDS

How do we assess the acceptability of the risk of
work with biological hazards? Scientists cannot
measure whether something is safe or not, but they
are prepared to measure risk in terms of probability.
Although measuring risk is an objective exercise,
judging the acceptability of that risk involves value
judgments and a basic knowledge of the subject. We
are more likely to misjudge something unfamiliar
as unsafe. A safe activity is one in which the risks
are considered to be acceptable. The acceptability of
a risk is constantly changing, due to changes in
social values, even though the actual level of that
risk might remain the same. Safety is not an intrin-
sic, absolute, measurable property of things. Songer
(1995) cautioned us not to attempt to anticipate all
of the possible risks which might occur in a work
situation, such as a biomedical laboratory. He
advised the use of some general, results-oriented
guidelines to assess and control potential risks. For
example, reduction in needle sticks is a result which
can indicate that a part of the exposure control plan
for the blood-borne pathogen standard is working.
An increase in needle sticks could signal a defect in
the program that should be identified and
addressed. Using the framework provided by regu-
lations and guidelines, we can measure risks and
make safety judgments regarding the acceptability
of those risks based on observed results on a day-
to-day basis. Codification of risks along with pre-
scribed requirements can adversely affect a search
for better work procedures.

RISK PRIORITIZATION

A facility with limited personnel and funds should
direct attention to the risks with the greatest proba-
bility of occurrence and harm. One way to prioritize
risks is to develop a matrix based on the severity of
the consequences and the probability that an infec-
tion will occur under the conditions of use (Table 2).
The RG of the agent, which reflects agent-based risk
and the relative severity of the consequences of a
laboratory-acquired infection, could be used as a
surrogate for a severity assessment. The probabilify
of an accident can be estimated from the known
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livestock, or the environment. Laboratory exposures
rarely cause infection leading to serious disease, effec-
tive treatment and preventive measures are available,
and the risk of spread is limited.

RG 3 (high individual risk, low community risk): any
pathogen that usually causes serious human or animal
disease, that can result in serious economic conse-
quences but does not ordinarily spread by casual con-
tact from one individual to another, or that causes
diseases treatable by antimicrobial or antiparasitic
agents

RG 4 (high individual, high community risk): any
pathogen that usually produces very serious human
disease, often untreatable, and may be readily trans-
mitted from one individual to another, or from animal
to human or vice versa, directly or indirectly, or by
casual contact

European Economic Community Directive
2000/54/EC

Directive 2000/54/EC on the protection of workers
from risks related to exposure to biological agents at
work (seventh individual directive within the meaning
of Article 16(1) of Directive 89/391/EEC, adopted 18
October 2000). Biological agents shall be classified into
four infection RGs, according to their level of risk of
infection.

Group 1: biological agent means one that is unlikely to
cause human disease

Group 2: biological agent means one that can cause
human disease and might be a hazard to workers; it is
unlikely to spread to the community, and there is usu-
ally effective prophylaxis or treatment available

Group 3: biological agent means one that can cause severe
human disease and presents a serious hazard to work-
ers; it may present a risk of spreading to the commu-
nity, but there is usually effective prophylaxis or
treatment available

Group 4: biological agent means one that causes severe
human disease and is a serious hazard to workers; it
may present a high risk of spreading to the community.

There is usually no effective prophylaxis or treatment

available.

NIH Recombinant DNA guidelines

Appendix B, Table 1 (United States), as revised in
January 1996 (NIH, 2002)

RG 1: agents that are not associated with disease in
healthy adult humans (includes a list of animal viral
etiologic agents in common use in Appendix B-V)

RG 2: agents that are associated with human disease
which is rarely serious and for which preventive or
therapeutic interventions are often available

RG 3: agents that are associated with serious or lethal
human disease for which preventive or therapeutic
interventions may be available (high individual risk
but low community risk)

RG 4: agents that are likely to cause serious or lethal
human disease for which preventive or therapeutic
interventions are not usually available (high individual
risk and high community risk)

CDC/NIH Guidelines

BMBL, 4th edition, 1999, Section III, gives criteria for
placing work at a biosafety containment level, translated
here into RGs.

BSL-1: defined and characterized strains of viable
microorganisms not known to consistently cause dis-
ease in healthy adult humans; of minimal potential
hazard to laboratory personnel and the environment

BSL-2: indigenous moderate-risk agents that are present in
the community and associated with human disease of
varying severity; moderate potential hazard to person-
nel and the environment

BSL-3: indigenous or exotic agents with a potential for
respiratory transmission and which may cause serious
or potentially lethal infection (applicable to clinical,
diagnostic, teaching, research, or production facilities)

BSL-4: dangerous and exotic agents that pose a high indi-
vidual risk of life-threatening disease, which may be
transmitted via the aerosol route and for which there is
no available vaccine or therapy
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